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At SPRFMO COMM 4 Chile offered to develop and submit a policy for security, confidentiality and access requirements during the intersessional period.

In accordance with that commitment and based on the existing Conservation Measure of the Commission for the Conservation of Antarctic Marine Living Resources (CCAMLR) CM 10.04 annex B, Chile has developed draft on the Policy for Security, Confidentiality and Access Requirements.

We suggest to discuss the incorporation of this policy within Annex 1 of CMM 2.06 or the development of a new annex (would be annex 2) to address those aspects in a particular manner. Notwithstanding the preference on the second proposal, we believe that the three subjects prepared by Australia, New Zealand and Chile should be presented as a package and analyzed as a whole during the CTC discussions.



Draft Policy for Security, Confidentiality and Access Requirements


1. The  provisions  set  out  below  shall  apply  to  all  VMS  data  received pursuant  to CMM 2.06.

2. VMS data of vessels operating within the SPRFMO Area should be treated as confidential information.

3. Members, CNCPs and the Secretariat transmitting and receiving VMS data shall take all necessary measures to comply with the security and confidentiality provisions.

4. Each Member and CNCP shall designate a point of contact for the purposes of paragraph 3 or any other communication needed regarding the VMS system. It shall transmit the name and information for its points of contact to the SPRFMO Executive Secretary no later than 60 days following the ending of the 5th Commission meeting. Any subsequent changes shall be notified to the SPRFMO Executive Secretary at least 20 days before such changes take effect. The SPRFMO Executive Secretary shall promptly notify Members and CNCPs of any such changes.

5. The SPRFMO Executive Secretary shall establish and maintain a register of points of contact based on the lists submitted by the Members and CNCPs. The register and any subsequent changes shall be published promptly on the SPRFMO website.

6. The  Secretariat  shall  inform  all  Members and CNCPs  of  the  measures  taken  in  the Secretariat to comply with these security, confidentiality and access requirements provisions.

7. Each Member and CNCP shall guarantee the Secretariat the right to obtain, as appropriate, the rectification of VMS data, the processing of which does not comply with the provisions of CMM 2.06.

8. All requests for VMS data must be made to the Secretariat in writing.   Requests for VMS data must be made by the main Commission Contact or an alternative contact nominated by the main Commission Contact of the Member or CNCP concerned.  The Secretariat shall only provide VMS data to be downloaded from a secure server by the declared Point of Contact. 

9. The Secretariat shall provide, upon request from a Contracting Party, VMS data without the permission of the Flag State only for the purposes of:

i. planning for active surveillance operations and/or inspections at sea to be undertaken by a Contracting Party in the Convention Area;

ii. active surveillance  operations  and/or  inspections at sea to be undertaken  by  a Contracting in the Convention Area.

10. For the purpose of implementing paragraph 9, each Contracting Party shall make available such VMS data only to their inspectors designated and ensure the inspectors will kept the data confidential. The Contracting Party requiring such data shall inform the Secretariat regarding the use or non-use of the information required no later than 15 days after the inspection procedure. The Contracting Party conducting the inspection shall ensure that the data will be used only for the purposes described in the provisions.

11. The Secretariat shall also provide, upon request of a Member or CNCP, without the permission of the flag State, to support search and rescue activities undertaken by a competent Maritime Rescue Coordination Centre (MRCC) subject to the terms of the correspondent arrangement between the Secretariat and the competent MRCC. The Member or CNCP requesting the information shall ensure that the data will be used only the purposes described in the provisions.

12.	The Secretariat shall ensure the secure treatment of VMS data in their respective electronic data processing facilities, in particular where the processing involves transmission over a network. The Secretariat must implement appropriate technical and organisational measures to protect VMS data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and against all inappropriate forms of processing.

13.  Having regard to the state of the art and the cost of their implementation, such measures shall ensure a level of security appropriate to the risks represented by the processing of VMS data.


14.	System Access Control

The following features are the mandatory requirements for the VMS installation located at the Secretariat:

i. Access to the information received in the system shall be restricted to the operators of the monitoring center of the Secretariat for the analysis of operations where required.

ii. A stringent password and authentication system: each user of the system is assigned a unique user identification and associated password.  Each time the user logs on to the system he/she has to provide the correct password.  Even when successfully logged on, the user only has access to those and only those functions and data that he/she is configured to have access to.  Only a privileged user has access to all the data.

iii. Physical access to the computer system is restricted.

iv. System security issues/events must be auditable by a third party at any time at the request of the Commission.

v. Terminal access control: specifying for each workstation which users are allowed to access.

15.	Submission of VMS data for the purpose of CMM 2.06 shall use cryptographic protocols to ensure secure communications.

16.	Access limitation to the data shall be secured via a flexible user identification and password mechanism.  Each user shall be given access only to the data necessary for their task.

[bookmark: _GoBack]17.	The security system administrator shall review the log files generated by the software, properly maintain the system security, restrict access to the system as deemed needed. Also the administrator will act as a liaison between the point of contact of Members or CNCPs with the Secretariat in order to solve security matters.

